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What to model
● Assets
● Attackers
● Software

● experts
● less technical input to 

your project
● prioritization
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What to model
● Assets
● Attackers
● Software

● usually: what attackers want, that 
you want to protect

● Stepping stones really requires 
understanding attackers and 
software
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What to model
● Assets
● Attackers
● Software

● what kinds of 
attackers do we face? 
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What to model
● Assets
● Attackers
● Software

● what kinds of 
attackers do we face? 

● A space of attacker 
features: personas



  

Abstract modeling of lived experience is 
a poor substitute for participation

● personas
● threat modeling driven by asset modeling/attacker 

modeling
● iterative feedback and redesign with real-world users 

after product launch



  

“real users” vs. potential users

● Which users to design for, and be accountable to, is exclusive 
● Costanza-Chock says this is not necessarily a problem, but 

the choice of who is centered should be explicit.
● Why is it not a problem? What is the alternative to choosing a 

specific group of users? Why is transparency about this 
choice important?



  

Inclusive practices of design: how, in the real 
world, does participation with a community work?  

Who do you talk to?



  

Governance



  

involving a community in design: identifying 
collective information practices

vs.
involving design in a community: identifying where 

design contributes to community-defined 
problems



  

duh-nuh-nuh-nuh-nuh-nuh-nuh-nuh...



  

B.A.T.M.A.N.



  

B.A.T.M.A.N. Advanced



  

“B.A.T.M.A.N. advanced (often referenced as batman-adv) is an 
implementation of the B.A.T.M.A.N. routing protocol  [...]” 



  

wireless routing protocol for mesh networks



  

Wireless ad-hoc networks

● unreliable links
● change topology



  

high-latency

unreliable connections

distributed

Old school concerns
UUCP, Usenet...



  



  
image credit: https://www.open-mesh.org/projects/batman-adv/wiki/Wiki
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layer 2 routing via 
bridged interfaces --
“public mesh”



  



  

● address of the originator
● address of the node transmitting the 

packet
● TTL 
● sequence number

OGM

node4
OGM

OGM

OGM

OGM

(slower)

(quicker)



  

● address of the originator
● address of the node transmitting the 

packet
● TTL 
● sequence number

OGM

node4

message

which nodes send 
OGMs faster and more 
reliably is used to 
decide which route 
node4 chooses for 
packets going back to 
node1.message



  

But why?
● Which view of privacy does BATMAN (Advanced) serve, 

and which does it not? Encryption, authentication?
● Connectivity: poor availability of communications 

subnets as an access issue (e.g., rural communities) or 
as a censorship/social control issue (gov’t shutdown, 
denial of service attacks). Mesh networks make hosts 
gateways.



  

● During the Arab Spring protests 
in Egypt, the government security 
services shutdown access to the 
Internet

● Some protesters hacked Toyota 
in Cairo, took over the satellite 
uplink, and connected to an ISP. 
If you were on that ISP, you were 
connected again. That required 
hackers, and didn’t work for long



  

● An alternative would be to use a system that doesn’t 
rely on the communications subnet controlled by the 
gov’t, like B.A.T.M.A.N.

● Whoever succeeds in getting a satellite connection 
out is connected via a mesh to many, many people

● A more specific response for communication among 
protesters is to use a messenger like Briar



  

Centralized Model

image credit: Nico Alt, https://nico.dorfbrunnen.eu/de/posts/2021/diving-at-xmpp/



  



  

Federated Model

image credit: Nico Alt, https://nico.dorfbrunnen.eu/de/posts/2021/diving-at-xmpp/



  

Image credit: https://briarproject.org/how-it-works/
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“Single-hop social mesh”



  

bob

alice (now available)in a peer group of three,
direct messages to alice
go directly to alice, waiting
until she becomes available.
Not shared with all your
contacts, or all Briar users.

carole

“Single-hop social mesh”
Think about why BATMAN did flooding, and which view
of privacy it served. What is traded-off with Briar’s alternative
approach?



  


