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Warm-up
● Which application of PKC is seen in Schnorr’s 

ID protocol? (Hint: What is the use of the 
private key in the protocol?)
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Small mention of interesting things
● http://qed-it.com/2017/07/challenge-one-the-func

tionality-of-zk-snark/
● Uber news
● I have not received any “proof of gpg key 

postings”
● Assignment 2

http://qed-it.com/2017/07/challenge-one-the-functionality-of-zk-snark/
http://qed-it.com/2017/07/challenge-one-the-functionality-of-zk-snark/
https://www.nytimes.com/2017/11/21/technology/uber-hack.html
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Last time: Certificate Transparency
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SSL/TLS as soft authentication 
technology

● On the web in particular, we need a way to 
provide authenticated secure connections to 
entities (these also change often)

● Want it to require nothing of the user
● These two lead to a centralized system of 

Certificate Authorities
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There is a process for becoming a CA

Credit: Eric Mill, SOUPS 2017
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Credit: Eric Mill, SOUPS 2017
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Certificate Transparency
● Makes issuance of TLS/SSL certificates publicly auditable

– cryptographically assured

– append-only (no deletion, modification, or retroactive insertions)

– public: log servers advertise their URL and public key

● Notice: not about whether the certificate is valid/revoked!
● Open source, anyone can run a log server
● Now mandatory for Firefox, Chrome, Opera (certificates 

only validate if they are logged)
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Signed Certificate Timestamp

● subject of the certificate’s name
● issuer’s name

● public key of the subject
● validity period
● version number and a serial number

RFC 5280 https://tools.ietf.org/html/rfc5280#section-4.1.2

https://tools.ietf.org/html/rfc5280#section-4.1.2
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Verification of an SCT is part of the 
TLS handshake

● An extension to the Online Certificate Status Protocol (OCSP) 
Stapling TLS protocol

$openssl s_client -connect sidiprojects.us:443 \ 
-tls1 -tlsextdebug -status
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OCSP stapling is better than the 
alternatives

● There are other ways for the client to verify the 
SCT 

● subject of the certificate’s name
● issuer’s name

● public key of the subject
● validity period
● version number and a serial number
● SignedCertificateTimestampList (as 

extension)
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OCSP stapling is better than the 
alternatives

● There are other ways for the client to verify the 
SCT in the TLS handshake

● OCSP stapling does not require going out to the 
CA
– the OCSP request, signed by the CA, is combined with 

the certificate and sent to the client

– SCT can be included as part of this stapling

● Why might contacting the CA be a negative thing?
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Log servers use Merkle Hash Trees 
to keep track of the certificates

● Binary tree
● Calculated from the 

leaves: combine 
children’s hashes to get 
the parent hash

● Can check integrity of a 
whole lot of hashes by 
checking one hash!

● All changes are auditable
credit

http://java-lang-programming.com/en/articles/29
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Log servers use Merkle Hash Trees 
to keep track of the certificates

● Can catch CA’s that are 
adding and removing 
illicit certificates 

● Can catch cheating log 
servers

● Not enough to just 
calculate the root value 
to audit the log once new 
hashes are added. Why 
not?

credit

http://java-lang-programming.com/en/articles/29
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Walk through: auditing a log addition
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Walk through: Auditing for presence 
of a particular certificate
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Log servers are still centralized in 
practice

● In theory, anyone can run a log
● In practice, there are only a few

– Digicert: the first

– Google: their idea; they run the big ones

$curl ct.googleapis.com/icarus/ct/v1/get-sth           
{"tree_size":148531007,

"timestamp":1511196824947,

"sha256_root_hash":"bRmJZDeJZIs/WTOYZ3pA+MyJuOEZ9m+XGZIRU9fnViI=
",

"tree_head_signature":"BAMASDBGAiEAk+md3GDvKIPyuQ27UnLdDhKoVB5hn
zVDA8ZX1Dkx/JgCIQCDmYMAi6oqpAXk+LV/vIKwfrhyaCNrXl7N37moFv/BfA=="
}

● Use crt.sh to search manually from the browser. Certspotter can help you 
monitor your domains (https://sslmate.com/certspotter/) 

https://crt.sh/
https://sslmate.com/certspotter/
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About those temporary certificates 
that Schmiedecker mentions

Credit: Eric Mill, SOUPS 2017
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Credit: Eric Mill, SOUPS 2017
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Other ways to fix TLS
● Using GPG, with monkeysphere

– http://web.monkeysphere.info/

● Flexible trust model of WoT used for PKI
● Problem: goes out to the keyserver for failing 

requests
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Extending CT: Trillian
● Generalizing the Merkle Tree datastructure that 

CT log servers use, creating a transparent store

https://github.com/google/trillian
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Zero-Knowledge Proof (ZKP)
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Where’s Waldo
● Let’s build intuition about what ZKP does with 

an example from Naor, Naor, and Reingold
● Demo (with the Elmo)
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Alibaba’s cave
● There must be a law somewhere that this 

example be discussed
● From Quisquater, Guillou and Berson
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https://www.artstation.com/artwork/3b3g2
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Question: Should running this be convincing to Victor?
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ZKP establishes two things

● There are two facts proved with ZKP
– existence of a solution to a problem (the solution 

set is nonempty)

– knowledge of a solution (a member of the solution 
set)

● Problems are in NP
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ZKP has a coherence property
● False sentences can’t be proved by a cheating 

prover to an honest verifier, except with small 
probability (soundness*)

● True sentences can be proved by honest 
provers to honest verifiers (completeness)

● notice we can move between sentences and 
problems
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ZKP has a zero-knowledge property
● For a true sentence s, a cheating verifier learns 

nothing beyond the truth of s (privacy / zero-
knowledge)
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Schnorr’s Identification Protocol
● Schnorr’s ID protocol is a pair challenge-

response protocol
● Relies on the discrete log assumption
● Others rely on RSA assumption (Fiat-Shamir)
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ZKP identification protocols let 
Peggy prove that she knows a 

secret to Victor
● In symmetric cryptosystems, the secret is 

known by Victor too; in public key 
cryptosystems it is not

● But wait! For the Schnorr case, isn’t there an 
easy way to do that? Could we just encrypt to 
the intended recipient, and have them respond 
to us with what we said, encrypted to us?

● There is a better way
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Key authentication centers have a 
role in ZKP

● A key authentication center (KAC) can sign a 
public key to certify that the key belongs to the 
person who claims it
– Schnorr does this with an identification string I and 

a public key v

– KAC signs the pair (I,v)

● We have a name for these signed public keys: 
what is it?
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Schnorr Identification Protocol
Publicly choose:
● a large prime p, the group order
● a generator g for the group

Secretly generate:
● Peggy randomly chooses an integer secret s 
● Peggy randomly chooses an integer witness r
● Victor randomly generates an integer challenge e

Let Sig be a signature of (I, v) for identification string I and public key v := g-s 

a := gr,   Sig

e

y should equal r + se

y,  s.t. gyve=gy-se = gr=a 
gyve = a?

Commitment

challenge

response
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Schnorr Identification Protocol
Publicly choose:
● a large prime p, the group order
● a generator g for the group

Secretly generate:
● Peggy randomly chooses an integer secret s 
● Peggy randomly chooses an integer witness r
● Victor randomly generates an integer challenge e

Let Sig be a signature of (I, v) for identification string I and public key v := g-s 

a := gr,   Sig

e

y should equal r + se

y,  s.t. gyve=gy-se = gr=a 
gyve = a?

proof

exam
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Schnorr Identification Protocol: 
Honest verifier

Publicly choose:
● a large prime p, the group order
● a generator g for the group

Secretly generate:
● Peggy randomly chooses an integer secret s 
● Peggy randomly chooses an integer witness r
● Victor randomly chooses an integer challenge e

Let Sig be a signature of (I, v) for identification string I and public key v := g-s 

a := gr,   Sig

e

y should equal r + se

y,  s.t. gyve=gy-se = gr=a 
gyve = a?
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Schnorr Identification Protocol: 
Honest verifier

Publicly choose:
● a large prime p, the group order
● a generator g for the group

Secretly generate:
● Peggy randomly chooses an integer secret s 
● Peggy randomly chooses an integer witness r
● Victor randomly chooses an integer challenge e

Let Sig be a signature of (I, v) for identification string I and public key v := g-s 

a := gr,   Sig

e

y should equal r + se

y,  s.t. gyve=gy-se = gr=a 
gyve = a?

(e,y,a) and (e,y,a) are identically distributed
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Schnorr Identification Protocol: 
Crooked prover (PK-Only)

Publicly choose:
● a large prime p, the group order
● a generator g for the group

Secretly generate:
● Peggy randomly chooses an integer secret s 
● Peggy randomly chooses an integer witness r
● Victor randomly chooses an integer challenge c

Let Sig be a signature of (I, v) for identification string I and public key v

e

gyve = a?
y

a,   v := g-s,  Sig

Still Peggy’s public key

Probability of success is negligible for Mallory, if DL problem is hard. Proof is by contraposition
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Plot twist!
● Schnorr’s identification protocol as given is not 

a ZKP

● We looked at honest verifiers and cheating 
provers, but the problem comes with malicious 
verifiers

● Okamoto Identification Scheme is secure 
against active attacks
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Fixing it up by restricting the 
challenge set

a := f(e),   Sig

e in {0,1}

y,  s.t. gyve=gy-se = gr=a 
gyve = a?

● ZKP requires limiting the size of the challenge 
set. What about soundness?


