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toward our integrated session: obfuscation and
standoff biometry



Biometrics with
computers

“Technical progress in image
acquisition guarantees
observability now; technical
progress in standoff biometrics
guarantees identifiability real
soon now. Venture capitalists
regularly hear new ideas in
standoff biometry, and
Moore’s law is its friend ...

Question: What is
‘observability,” as used in the
anonymity literature?
‘Identifiability?’




|dentifiability and anonymity sets: definitions and
their practical upshots

(we will return to this at the end of October)
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Reminder: obfuscation for unobservability In
Loopix
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Users” loop cover Lraffic
generates traffic
In two directions

F'rr:u_.eidér'ﬂ offer
offline storage

when user is offline

Mi:-:éﬂ can detect
n-1 attacks
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“We will soon live in a society
where identity is not an
assertion (“Call me Dan”) but
rather an observable
(“Sensors say that’'s Dan”).
Your breath, the microwave
emissions of your beating
heart, the idiosyncratic
anomalies of how you type,
talk, and walk say who you
are.”

Dan Geer, Identity as Privacy,
in 2013

Question: How does what
Geer is saying relate to what
Doctorow said in our reading
for the last integrated session




“Moore’s law is its friend ... . We will soon live in a society
where identity is not an assertion (“Call me Dan”) but rather an
observable (“Sensors say that’s Dan”).”

Question: Which approach to privacy technology is favored

when observability is unavoidable, and encryption is not an
option (as for biometrics)? (think about our discussion last time)
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“In identity verification, the subject looks straight
at the camera under controlled lighting conditions,
and their face iIs compared with the one on file. A
related but harder problem is found in forensics,
where we may be trying to establish whether a
suspect’s face fits a low-quality recording on a
security video. The hardest of all is surveillance,
where the goal may be to scan a moving crowd of
people at an airport and try to pick out anyone
who Is on a list of perhaps a few hundred known
suspects.” (Biometrics, 265)
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